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ANNEX X: COMMUNICATIONS

I AUTHORITIES AND REFERENCES

A. State

—_—

Chapter 252, Florida Statutes

B Local
1. Indian River County Resolution No. 82-150
2. Indian River County Ordinance No. 91-17
3. Indian River County Ordinance No. 91-18
4. Indian River County Resolution No. 91-55
C. Miscellaneous
1. FEMA Civil Preparedness Guide (CPG 1-15, Mar. 1991)

"Guidance for Radio Amateur Civil Emergency Service"
ARRL Public Service Communications Manual
FCC Rules Part 97 "RACES"

Amateur Radio Emergency Service South Florida Emergency Plan,
revised 1/15/00

State of Florida RACES Communications Plan and Procedures
March, 1989

ARRL Emergency Coordinator's Manual

Repeater and Simplex Frequency Listing
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GENERAL

A. Definitions and Terms

"Communications”, as used herein, apply to the necessary
functions and facilities needed for maintaining effective two-way
communications between the Emergency Services Director, his/her
staff, County/City Governments and Districts, and State
Emergency Management Organizations.

Emergency Services "Disaster Communications" refer to situations
in which resources are overtaxed and well planned coordination is
required to contend with the circumstances. The capability may
not be present within the local government to cope with the
activities.

Emergency Services "Emergency Communications” refer to
situations out of the ordinary which require immediate action on
the part of one or more agencies. The capability is present within
the local government to cope with this situation.

EOC

Emergency Operation Center. The headquarters for
communications inside Indian River County located at the
Emergency Management Center,

EOS

Emergency Operation Station. These are privately owned and
operated amateur stations with emergency antennas and power.
During a hurricane, the EOS will handle first the emergency
messages and then if needed, the "health and welfare" messages
into and out of Indian River County.

FDEM
Florida Division of Emergency Management

FEMA
Federal Emergency Management Agency

MARS
Military Affiliated Radio Service
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9. MOA
Memorandum of Understanding
10. NCS
Net Control Station. During the hurricane, NCS wilt be at the EQC
and all stations will check in and out through the NCS ALL nets
are directed nets and ALL comments will be handled through the
NCS.
1. NTS
National Traffic System. The amateur radio system whereby
| messages are received into and sent out of the County.
' 12. NWS
National Weather Service
13. REACT
Radio Emergency Associated Communications Team, members
moenitor citizen’s band emergency channel 9 and assist with
communications in local emergencies.
14. SHELTER
The term "shelter" as used herein, also includes control points,
command centers, municipalities, emergency facilities or any
location where a RACES communicator is assigned.
15. SKYWARN
National Weather Service-sponsored program for local weather
monitoring and reporting. Spotters are amateur radio operators
trained in weather observation and activate upon request of the
NWS to provide on-the-ground verification of radar-observed
atmospheric indications.
16. SEOC
State Emergency Operations Center, located in Tallahassee, Florida
17. VCARC
| Vero Beach Amateur Radio Club
18. WA40T
Call sign of the Vero Beach Amateur Radio Club radio station
located at the county EQC, activated and staffed by amateur radio
operators in response to requests for communication support.
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B. Purpose

To establish an understanding of the volunteer emergency communication
capabilities existing with Indian River County which are available through
the Amateur Radio Emergency Service (ARES) and the radio Amateur
Civil Emergency Service (RACES) programs. To also establish the
interfaces between county emergency management and the volunteer
communicators for emergency call-ups and operations.

C. Mission

To provide timely, effective and reliable emergency communications
capabilities to county/state emergency management during times of
extraordinary need. This annex provides information on notification,
mobilization and coordination of the Amateur Radio Operators who have
volunteered to assist.

D. Situation

Normal communication facilities may be disrupted or overloaded as a
result of a manmade or natural disaster.

1. he salient geographic/demographic characteristics of Indian River
County do not as a rule produce severe communication problems.

2. Atmospheric conditions rarely limit the County distance capability
for clear communications.

3. The Blue Cypress area, west of Vero Beach, may occasionally
experience limited communications due to distance twenty (20)
miles and foliage.

4, The Sebastian Inlet, situated in the northern part of the County,
may present communication difficulties because of its low, lying
locations.

5. The northwest section of the County occasionally presents limited
communications due to the distance twenty-two (22) miles and
adverse weather conditions.

6. The different forms of communication systems previously utilized
have provided adequate dissemination of information during past
emergencies.
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E. Assumptions

1. Communication personnel shortages may occur.
2. Common carrier services may become inoperative.
3. Emergency radio nets may have to be employed to back up

telephone communications and other radio communications.

. ORGANIZATIONS
A. Amateur Radio Communications Capabilities Overview

Amateur radio operators can reliably and effectively communicate locally,
statewide and nationwide on frequencies allocated to the amateur radio
spectrum. Amateurs have a wide variety of equipment available with
emergency power sources for communications capabilities on the
following amateur bands. Shown below is a brief description of reliable
communications coverage.

Band N Co verage

HF High Frequency County to state, nation

VHF Very High Frequency | in-county and to adjacent counties

UHF Ultra High Frequency | in-county

Within these bands exist the means to communicate voice in AM/FM
including Single Sideband, transmit data {packet) and send pictures or live
images via amateur television {ATV).

B. Volunteer Credentials

Amateur radic operators who complete an application for RACES
membership, pass a background check and volunteer to respond when
and where needed will be issued a county volunteer badge for
identification and to facilitate expected movement in and around the
county during an emergency.

Amateur radio operators are not required to have a volunteer bade or
background check to become ARES members or participate in ARES
functions. Itis strongly recommended that ARES members also apply for
membership in RACES and become badged county volunteer responders
due to the similarity of the communications services and for flexibility to
quickly shift from ARES to RACES mode when the situation changes.
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The duty of the amateur communicator is to accurately communicate the
message provided by the served agency as written and to accurately
copy the response from the addressee as sent.

The ARES EC is the functional alternate for the RACES RO and vice
versa; either could be called by emergency management to initially
activate and coordinate volunteer emergency communications
capabilities. In addition, the EC and RO may designate backups for their
positions during absences.

FCC Rules and Regulations apply to the operation of a radio in the
amateur serve and therefore apply to the RACES organization.

Wartime Emergency Limitations on the use of RACES Stations - RACES
members may not communicate with amateurs who are not RACES
members.

Composition

1. The primary contributor of effective emergency communications
assistance for the county is the individual, FCC-licensed, trained
amateur radio operator with mobile or home station radio
equipment and emergency power. The reserve of amateur radio
operators who volunteer to provide this service fall into two major
groups operating within the county: ARES and RACES. For all
practical purposes, ARES and RACES are one and the same in
function and capability. The common thread is the ability to
provide timely and effective emergency or disaster
communications for the community; however, the method of
activation is different for each group. ARES is self-activated to
support planned community events, to support groups with
established memorandum of understanding when requested, and
to meet communications needs in situations when RACES is not
activated by county/state emergency management. RACES is
activated only upon request of a local or state emergency
management official to provide or maintain essential
communications links and county or state government essential
functions during an emergency or disaster.

Additional contributors for emergency communications assistance
to the county lies in the resources of amateur radio operators who
have volunteered and trained for SKYWARN service and with the
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capabilities of local REACT members. These groups may be
considered viable for assisting the county in times of need and
their help may be requested through ARES/RACES.

2, The Communications Officer and the Emergency Services Director,
and/or his designee, are responsible for the overall administration
and operational control of the communications facilities and
personnel.

D. Responsibilities
1. ARES Emergency Coordinator {(EC)

The Emergency Coordinator has primary responsibility for and
control of all functions for activities under ARES. This includes
liaison/mutual aid agreements with other EC’s from adjacent
counties and recognized groups with established MOU’s.
Assistance EC’s are assigned by the ARES EC as needed to

coordinate:
a. Emergency HF, VHF and UHF Radio operations and NET's
b. REACT/Citizen’'s Band Radio operations and liaison

9]

Severe Weather SKYWARN and emergency shelter
operations

d. Mobile equipment readiness and periodic checks

e. Training specific to ARES functions

f. ARRL Simulated Emergency Tests (SET's)

g Amateur Position Reporting System (APRS)} tracking

2. RACES Radio Officer (RO)

The Radio Officer has primary responsibility for and control of al
functions for activities under RACES. This includes liaison/mutual
aid agreements with other RO’s from adjacent counties and
member badging approvals. Assistant RO’s are assigned by the
RACES RO as needed to coordinate:

Emergency HF, VHF and UHF Radio operations and NET's
MARS HF operations and Liaison

Hurricane SKYWARN and disaster shelter operations
WA40T station equipment readiness and periodic checks
Training specific to RACES functions

®ooo oo
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f. County/State emergency drills and exercises
g. County 800 MHz radio system backup opertions

3. EC and RO Shared Duties

Shared functions common to ARES and RACES operations include
shelter radio equipment readiness, liaison with shelter managers,
orientation of new shelter radio volunteers to shelter operations,
training common to all amateur radio operators, EM 2000 Message
Center operations and membership application reviews.

4, Public service events not under the ARES or RACES umbrella
{SunRunners, 10K races, Senior Good Life Games, March of Dimes
Walks, etc.} are to be handled by volunteers from the Vero Beach
Amateur Radio Club. These are club events and are covered under
the club’s liability insurance.

5. ARES/RACES Member Duties

a. During communications for emergencies and disasters, the
duty of the volunteer communicator is to accurately
communicate the message provided by the served agency
as written and to accurately copy the reply from the
addressee as sent. At all times, should a conflict arise
between a volunteer member and a served agency, contact
the EC or RO with the specifics for resolution with the
served agency. The EC or RO is the liaison between the
parties involved.

b. Follow the instructions of the Net Control Operator at all
times.
C. Duty roster personne! covering specific functions and key

positions are responsible for those functions and positions
and to keep the EC or RO informed of status changes and
problems.

d. If an activation is made, Responders should follow the
instructions for response. If mobile and stopped by a law
enforcement roadblock, inform the officer of your activation
and response duty, present your county Volunteer |D badge
and request passage through the roadblock. If unable to
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proceed due to safety considerations or refusal by the
officer, move away from the roadblock and contact the EC
or RO on the coordination net frequency and advise of the
problem. The EC or RO will resolve the issued with county
emergency management officials to allow passage, advise
of an alternate route to your assigned destination or revise
the initial instructions.

e. If an activation is made, Home Station Operators should
monitor the net frequency for information and instructions
pertaining to the emergency. |f you are mobile at the time
and encounter a roadblock, present your Volunteer Id badge
or FCC Amateur Radio License and inform the officer that
you are an amateur radio operator heading home for radio
communications duties with the county. Contact Net
Control if a problem arises (see above).

f. Additional member duties include maintenance of personat
communication and backup power equipment for ready use,
provide inputs and feedback to the EC/RO on program
operations and deficiencies, attend scheduled training, and
participate in scheduled drills/exercises and weekly practice
Nets.

g. Those volunteering to fill a specific function or a desired
operating location (i.e., MARS operator, CB Radio operator,
Special Needs Shelter operator, hospital volunteer
communicator, etc). Are placed on the duty roster for that
function. The list is maintained on file at the W4OT station
for reference.

6. {County) Emergency Management Coordinator

a. The Emergency Management Coordinator makes the initial
notification call of an event to the EC/RO and provides
information pertaining to an emergency in progress and the
severity and extent of impact, if known. |f phones are
down or overloaded, initial contact means include pagers
and public radio or television broadcasts.
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b. The Emergency Management Coordinator may request
activation (call-up) of volunteer communicators immediately
or advises EC/RO to put communicators on notice for an
expected need.

C. The will determine if a RACES activation is being made.

d. At the beginning of any activation, the Emergency
Management Coordinator will notify local law enforcement
dispatch that badged county Volunteers and FCC-licensed
amateur radio operators will be mobilizing to provide
emergency communications and to allow them quick
passage through any roadblock where it is safe to do so.

IV.  CONCEPT OF OPERATION

A. Basic Policies and General Principles

In the event of manmade or natural emergencies, the Emergency Services
emergency communications systems adhere to policies and principles as
follows:

1. Common Carrier {telephone) is the primary system for intra-county
communications. The Amateur or Citizens Band Radio Systems
are used for common carrier backup.

2. In addition to normal duties, each County department/agency has
an assigned Emergency Management communications’
responsibility as follows:

(1} I.R. County Sheriff's Office

L] Communications for law & order

] Radiological defense (RADEF)

° Other emergencies/disasters as needed
{(2)  LR. County Emergency Services' Fire Division

® Communications for Fire/Rescue

. Debris clearance

. Engineering
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° Other emergencies/disasters as needed
° RADEF

(3) I.R. County/City Public Works

Communications for Engineering
Debris Clearance

Other emergencies/disasters as needed
RADEF

{4)  Other units of County government

° Emergencies or disasters as needed

(5) Radio Amateur Civil Emergency Service (RACES)
Communications

. Command or control system nature to District, Area
or State level as required.
L Communications from shelter to shelter (including the

Special Needs Shelter), shelter to EOC and from EQC
to assigned command or control points

(6) Citizens Band Radio Service

* Provide back-up communications from shelter to
shelter, shelter to EOC and among assigned control
points

(7) Emergency Alert System Communications

] Outlined in the Operational Area Emergency Alert
Plan maintained on file in the Department of
Emergency Services,

3. Local government maintains mutual aid pacts with the bordering
counties. The agreements consist of providing available
communication resources to another county when needed.

Indian River County Comprehensive Emergency Management Plan Annex IX - Page 11




4. The Vero Beach Amateur Radio Club is comprised of volunteers
organized into the Amateur Radio Emergency Service (ARES) who
will supplement members of the RACES program.

5. Radio drills by the RACES, ARES and CB groups are conducted on
an as-needed basis.

6. All radio equipment is checked periodically, as necessary.

7. Certain test equipment is available for the Communication's Officer
when additional exercises are required. The Indian River County
vendor, Communications International, Inc., agrees to provide
communications' repair support during emergencies.

B. General Call-up Information

1. ARES is self-activated by the ARES Emergency Coordinator for
drills and simulated emergency tests, for assistance to those
groups with MOU’s when requested and any event where RACES
is not activated by county emergency management. Emergency
management may request and ARES activation to support a local
event by contacting the EC {or the RO if absent}). A brief
description of the communications need for the event is given to
the EC at this time.

2. RACES is formally activated by a county or state emergency
management official through the RACES RO. RACES would be
activated during any situation where established radio
communications capabilities may be threatened, damaged or
overloaded and backup communications means have been
determined necessary by local/state government to supplement
existing communications links. RACES only serves emergency
management communications needs. The following are periods
where RACES could be activated by emergency management:

nuclear plant exercises; county or state drills

nuclear plant accident, nuclear detonation, nuclear attack
hospital emergency, storm disaster shelter operations
bomb threat, terrorist attack, sabotage to communications
facilities

international tensions, act of or declaration or war

f. other situations as deemed necessary by county/state

@
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emergency management to restore, maintain or improve
existing communications links

3. When ARES is activated, the EC has primary command and control
responsibility for the operation and the RACES RO functions as the
Lead Assistant to the EC. If the situation escalates and RACES is
formally activated, the RO is already briefed via involvement as
Lead Assistant and assumes primary command and control
responsibility. The ARES EC then functions as Lead Assistance to
the RO. When RACES operations are formally secured by county
emergency management, the RO secures the communicators and
station, debriefs with emergency management personnel and
reverts to Lead Assistant to the EC. The EC resumes control and
continued any necessary follow up operations under ARES.

4, Calling Up Volunteer Communicators

a. The process to activate ARES or RACES for emergency or
disaster communications starts with a phone call from the
county Emergency Management Coordinator, or his
designee, to the ARES EC or RACES RO. The phone call
will include a brief description of the event expected or in
progress, severity and impact if know, and if ARES/RACES
activation is needed immediately (within two hours) or
request operators be notified and placed on standby for a
later expected call.

b. Phone/pager numbers of the ARES EC, RACES RO and their
respective backups are listed on the duty roster in the
WA40T station for reference. Broadcast radio and
television/cable announcements may also be made by
emergency management to provide group notification of an
unusual event and to facilitate expected call ups of amateur
responders.

c. After notification, the EC/RO will activate the appropriate
response group. The EC/RO may initially go to the EQC and
initiate a resource net to facilitate responder activities,
establish home station operators and a communications link
to adjacent counties for mutual aid or information exchange.
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5. Standing Down from Activation

When volunteer emergency communications are no longer deemed
necessary, the emergency management designee will give the
EC/RO a notice to secure communications. Volunteer
communicators are secured in an orderly fashion by the EC/RO
who notifies emergency management when completed.

C. Emergency Power

The Indian River County EOC communications' equipment has adequate
emergency power and fuel to operate for sustained periods of time if
public utilities are interrupted.

D. Execution

When Emergency Services personnel are activated due to manmade or
natural causes, the communication groups operate in accordance with
established procedures set forth in this Plan.

E. Time

Local will be used for Emergency Management Operations except when
otherwise directed. Greenwich Mean Time (GMT/ZULU) may be used by
the Fiorida Division of Emergency Management (FDEM} Communications
for message traffic.

F. Frequencies
There are RACES/ARES networks established for Indian River County
with frequencies and purposes assigned as follows:

1. Frequencies Utilized

a. Repeater (Primary) 146.040/146.640 MHz
Repeater (Alternate) 144.530/145.130 MHz

b. Liaison Net - St. Lucie 146.175/146.775 MHz
145.590 MHz {Alternate)

cC. Liaison Net - Brevard 146.250/146.850 MHz
145,230 MHz (Alternate)
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d. Area Operational 145.440 MHz {Primary)

e. Dist./Area Net 3.940 MHz (Primary)

f. Dist./Area Net 7.242 MHz (Alternate)

Notes:

a) Repeater frequencies are shown as Transmit/Receive.

b) Other amateur band frequencies may be assigned as needs

of the emergency require.

2. Frequencies Purpose
a. The Command Net frequencies are used for communications
with stations located in communities within Indian River
County,

b. The District Operations Net Frequency is used for
communications with the District Il Office in Rockledge.

C. The Liaison Net frequencies are used for Mutual Aid with
St. Lucie County and Brevard County.

d. The Dist./Area Net is used for communications with the
District or Area Offices upon specific Area Office authority.

G. Net Control Station

The Net Control Station Call Sign is W40T. The station trustee is
Richard Jackson, Call Sign AB4AZ. It is located at the Indian River
County EMERGENCY OPERATIONS CENTER (EOC), 1840 25th Street,
Vero Beach, Florida. The net operates under the station call sign
regardless of location. Any alternate assuming control of the Net is
designated by the Net Control Station.

H. Alternate Fixed Stations
The addresses of alternate fixed stations are as follows:
1. NR2K Alfred Smith

1425 14th Court
Vero Beach, Florida 32960
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2. N2GBI Russell McConnell
542 Breakwater Terrace
Sebastian, Florida 32958

3. W4DKB David Brower
W4STB Sharon Brower
736th 34th Terrace
Vero Beach, Florida 32968

4, KF4DQyY Chris Myers
7104 Eden Road
Ft. Pierce, Florida

l. Number of Stations

The estimated number of portable and mobile stations of the Indian River
County RACES group is thirty (30).

V. DIRECTION, COORDINATION & CONTROL

A. Direction, Coordination and Control of Communications during an
emergency or disaster situation are supervised by the Communication’s
Officer.

B. The Emergency Services Director, and/or his designee, is responsible for

the organization, administration and direction of Emergency Management
activities; subject only to the Direction and Control of the Board of
County Commissioners.
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